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I. Getting Access to the secure network zone for VSS environment

To access vCenter, please try the following steps from your PC
(Note: You'll need an SSH client. On Windows, try PuTTY)

1. Open ssh to 'vskey.eis.utoronto.ca' on port 18022 .
2. Once ssh session is opened, it will prompt for two login steps.
a. Step #1
Login as: vskey
Password: vskey

b. Step #2
User name : vCenter Server User ID (exmple : john.smith)
Password : vCenter Server Password (Sent to you via email)

£, v - [B]X]

e This vskey SSH connection stays open indefinitely.

e [t can be terminated with ctrl-C, ctrl-D, exiting SSH, etc.

e Hitting "Enter" will cause another time-stamp line
(helps to verity that the SSH connection is still working).

* Aslong as the vskey connection is open, you should be able to connect
your vSphere client to "vctrl.eis.utoronto.ca"
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I1. How to access virtual machines via vSphere Client
Note : For OS compatibility for vSphere client, refer to Appendix A

A. Installing vSphere client on your PC

1. Open your web browser and connect to vCenter Server.
https://vctrl.eis.utoronto.ca

2. Click “Download vSphere Client”
3

icrosoft Internet Explorer

@Back - @ @ :h /‘ﬁseavch \:;}(Favomtes e E’i{v ; [ - J 3

Address ‘@ fes.utoronto.ca 40443/

VMware vSphere 4

Welcome

For Administrators

Getting Started

1f you need to access vSphere remotely, use the following ~ vSphere Web Access
program to install vSphere Client software. After running wSphere Web Access streamlines
the installer, start the dient and log in to this host remate desktap deployment by

sllowing you ta organize and share

« Download vSphere Client wirtual machines using ordinary web

bi URLs,
If you need mare help, please refer to our documentation rowser =
library: Log in to Web Access

Web-Based Datastore Browser
* ySphers 4 Documentation
Use your web browser to find and

download files (for example, virtual

machine and virtual disk files).
Browse datastores in the vSphere
inventary

3. This will prompt you to Run or Save the VMware-viclient.exe
installation program. I suggest running it.
File Download - Security Warning E|

Do you want to run or save this file?

Mame:  WMware-vicent exe
Type: Application, 110ME

From:  wctrl.eis.utoronto.ca

Run l ’ Save ] ’ Cancel

patentially harm vour computer. |f you do nat trust the source. do not

|@J while files from the Internet can be uzeful, thiz file type can
- o zave this zoftware. What's the risk?

4. When installation is complete, you can run the VI Client from the
desktop icon that was created.

vare Wi

Infrastructu...
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B. Connecting to the virtual machine through vCenter Server

1. Run “vCenter Client”
Enter IP address / Name : “vctrl.eis.utoronto.ca”

2. Enter “User name” and “Password”
- User name : vCenter Server User ID (exmple : john.smith)
- Password : vCenter Server Password (Sent to you via email)
(Note : Do not check “Use Windows session credentials™)

. VMware vSphere Client
vmware

VMware vSphere®

Client

To directly manage a single host, enter the IP address or host name.

To manage multiple hosts, enter the IP address ar name of a
viZenter Server,

IP address | Mame: Ivctrl JBis, ukoronto,ca ;I
Iser name: |LISERNF'.ME
Passward: I********

™ Use Windows session credentials

Login I Close Help

3. Now you have access to the virtual machine with VM user privileges.
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12 GENESIS - vSphere Client

File Edit View Inventory Administration Plug-ins Help

+]

|g) Home b o Inventory b By vMs and Templates

Bark. Formard
I IR
=2 GEMESIS

1008P-HHEMS

=2 EIS Datacenter
El [ HartHouse
(3 [ 1008P-HHEMS |

Getting Started g

What is a Virtual Machine?

Avirtual machine is a software computer that. like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operaling system.

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications.

In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines.

Basic Tasks
shut down the virtual machine
00 Suspend the virtual machine

G Edit virtual machine settings

close tab =

Virtual Machines

Cluster [

.\‘] Datacenter

vCenter Server

vSphere Client

Explore Further

= Learn more about virtual machines

=l Learn about templates

=l Learn how to install an operating system =

|
Recent Tasks 3
Hame Target Status | Details | Iritiated by | Reau

<
|91 Tasks @ Mams |

3
|hatthouse 2

ITII. How to access virtual machines via vSphere Web Access
Note : For browser compatibility for vSphere web access, refer to Appendix B

A. Open your web browser and connect to vCenter Server.

URL : https://vctrl.eis.utoronto.ca/ui

B. Enter “Login name” and ‘“Password”
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=1 vSphere Web Access - Microsoft Internet Explorer

File Edt ‘Wiew Faworites Tools  Help

Qe - © - (o] [B € Psewh Forootes @ | -2 B - B

Aciress | @] https:lqenesisald.utcs utoronta.cafuif#

[ vSphere Web Access

Lagin Mame: |

Password: |

&] Done:

S @ Internet

C. Now you have access to the virtual machine with VM user privileges.

Application Virtual Machine ‘ o

Help | Log €

& vSphere Web Access (harthouse@vctrl.eis.utoronto.ca)

[ status

Power State
Powered On

Guest 05
Microsoft Windows Server 2003, Enterprise Edition (32-bit)

VMware Tools
Running

Virtual Hardware Version
Version 7

DNS Name

hhems.harthouse.utarants.c:

IP Addresses
128.100.72.53

Commands

CD/DVD Drive 1 (IDE 0:0)
scst consotero

Inventory (31 1008P-HHEMS
[ Datacenters Summary | Gonsole] larms [ Tasks| Everts]
v [ E1S Datacenter
Performance
v [ HartHouse
&5 10067-HHEMS @ Processors 2 X 5.469 GHz
0.082 GHz
Memory 4000 M8,
I 30 M8,
Notes
Hardware
processors 2
Memory 39168
Hard disk 1 (SCSI 0:0) 49.46 GB.
Hard disk 2 (SCSI 0:1) 300.01 GB

vSpot Generic
Using client media

LSl Logic

IV. How to login to virtual machine OS
For security and auditing reasons, it is recommended to use a standard remote access
tool, such as Remote Desktop Protocol (RDP) or SSH not using the VMware

virtual machine console to access virtual machines.
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Fower Off

Restart Guest
Shut Down Guest
Suspend Guest
Snapshot

Manage S

napshots

Relationships

Host Machine
(unavailable)

Datastores
Networks

Vhuare Tips

a

Virtual Machine Shorteut

(i}

Want simple, cost-effective, platform-independent
high availability for applications? Learn more about
VMware HA:

Learn more...



APPENDIX A. Compatibility matrix for vCenter Client

Operating System Compatibility for vSphere Client, vCenter Server, vCenter Update Manager, vCenter
Converter, and vCenter Orchestrator

Table 15 lists the operating systems supperted for wSphere Client, vCenter Server, vCenter Guest O Customization (05 Cust ), vCenter Update Manager, wCenter Converter, and wCenter Orchestrator. In
addition, it shows the patching type supported for the Viware vCenter Update Manager: Scan (5) and Remediate (R)

Table 15. Operating System Compatibility for vSphere Client, vCenter Server, vCenter Update Manager, vCenter Converter, and vCenter Orchestrator

vCenter Update

wSphere Client vCenter Server Guest 05 Cust. Manager vCenter Converter vCenter Orchestrator
os Server 05 Cloning Client Server
WVendor Operating System 20" 25 40 41 20x 25 40 41 40 41 Server Patching 42 P2V vav 40 41 40 41
Microsoft Windows XF Pro Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes SR Yes Yes Yes No No No No
Windows XF Pro £4-bit Ne No Yes Yes No No No Yes Yes Yes No SR Yes Yes Yes No Yes No No
Windows 2000 Server Yes Yes Ne Mo Yes Yes No No Yes Yes No SR No No No' No No No No
Windows 2000 Professional — Yes Yes No Mo No No No No Yes Yes No SR Nao No Mo’ Nao No No Nao
Windows 2000 Advanced No No Ne No Yes Yes! Noe Mo Yes Yes No No No Mo No Ne Ne No Ne
Server
Windows Server 2003 Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes SR Yes Yes Yes No No No No
Windows Server 2003 64-bit No No Yes Yes No No Yes®  Yes Yes Yes Yes SR Yes Yes Yes Yes Yes Yes  Yes
Windows Vista Business Ne Yes Yes Yes No No No No Yes Yes No SR Yes Yes Yes No Yes No No
Windows Vista Enterprise No Yes Yes Yes No No No No Yes Yes No SR Yes Yes Yes No Yes No No
Windows Vista Enterprise No Yes'  Yes Yes No No No No Yes Yes No SR Yes Yes Yes No N/A Ne NiA
bit
Windows Vista Business Ne Yes'  Yes Yes No No No No Yes Yes No SR Yes Yes Yes No Yes No No
€4-bit
Windows Vista SF2 (32-bit No Yes'  Yes Yes No No No No Yes Yes No SR Yes Yes Yes No NfA No NiA
and &4-bit)
Windows 7 Ne No Yes®  Yes No No No No Yes? Yes No MNo Yes Yes Yes No No No No
1. Supported from wCenter Server 2.5 Update 4.
2. For vCenter Server 2.5 supported from Update 6. For vCenter Server 4.0 supported from Update 1.
3. This product release has reached a limited support or nonesupported status according to Viviware support life cycle policy.
P/ fwww vmware.comy/support/palides/ecs_vihiml for more information.
4. Supported with vCenter Server 410,
5. Supported from vCenter Server 40 Update 1.
6. 32-bit application in compatibility mode on 64-bit platform.
7. V2V cloning supported by no fi Hon or ization i (resultant virtual machine might not boot).

. Supported with vCenter 4.0 Update 2.
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Table 15. Operating System Compatibility for vSphere Client, vCenter Server, vCenter Update Manager, vCenter Converter, and vCenter Orchestrator (Continued)
wCenter Update
wSphere Client wCenter Server Guest OS Cust. Manager vCenter Converter vCenter Orchestrator
os Server 08 Cloning Client Server
Vendor ‘Operating System 20 25 4.0 41 20x 25 4.0 41 4.0 41 Server  Patching 4.2 P2V w2V 40 41 4.0 41
Microsoft Windows 7 64-bit No No Yes'  Yes No No No No Yes* Yes No Na Yes Yes Yes No Yes No No
(eartinued)  indows Server 2008 No No  Yes Yes No No  Yes No o Yes'' ves  Yes SR Yes  Yes Yes ¥es Yes Yes Yes
Enterprise
Windows Server 2008 Ne Ne Yes Yes No No Yes No Yes'd Wes Yes SR Yes Yes Yes  Yes Yes  Yes  Yes
Standard
Windows Server 2008 Ne Ne Yes Yes No No Yes No Yes'd Wes Yes SR Yes Yes Yes  Yes Yes  Yes  Yes
Datacenter
Windows Server 2005 No No Yes Yes No No Yes Yes Yesh ! Yes Yes SR Yes Yes Yes Yes Yes Yes  Yes
Enterprise 64-bit
Windows Server 2008 Ne Ne Yes Yes No No Yes Yes Yes'd Wes Yes SR Yes Yes Yes  Yes Yes  Yes  Yes
Standard 64-bit
Windows Server 2008 Ne Ne Ne Yes No No Yes Yes Yes'd Wes Yes SR Yes Yes Yes  Yes Yes  Yes  Yes
Datacenter 64-bit
‘Windows Server 2008 R2 No No No Yes Neo No Ne Yes Yes? Yes Yes NiA Yes Yes Yes No Yes No Yes
Red Hat ASZ1 No No No No Ne No Ne No Yes Yes No No No Yes No'  Ne No No No
Linux
ES21 No Ne No No Ne No No No @ Yes Yes No No No Yes No' Ne Ne No No
Fed Hat Deskiop 3 Ne Ne Ne No No No No No Yes Yes No 5 No Yes No' No Ne Ne Ne
Fed Hat Deskiop 4 Ne Ne Ne No No No No No Yes Yes No 5 No Yes No'  Ne Ne Ne Ne
AS30, Updates Ne Ne Ne No No No No No Yes Yes No 5 No Yes No'  Ne Ne Ne Ne
ES 3.0, Update 5 Ne Ne Ne No No No No No Yes Yes No 5 No Yes No'  Ne Ne Ne Ne
AS40 Update2 Ne Ne Ne No No No No No Yes Yes No Ne No Yes No'  Ne Ne Ne Ne
ES 40, Update 2 Ne Ne Ne No No No No No Yes Yes No Ne No Yes No'  Ne Ne Ne Ne
AS45 No Ne No Ne No Mo Noe No @ |Yes Yes  No No No Yes No/ Ne Ne Mo No
1. Supported from wCenter Server 2.5 Update 4.
2. For vCenter Server 2.5 supported from Update 6. For vCenter Server 4.0 supported from Update 1.
3. This product release has reached a limited support or non-supported status according to VMsvare support life cycle policy.

m e e

See hitp:/fwww.vmwars.com/support/palicies/scs_vihiml for more information.

Supported with vCenter Server 4.0.

Supported from vCenter Server 40 Update 1.

32-bit application in compatibility mode on 64-bit platform.

V2V cloning supparted by no figuration or ¢ ization p d (resultant virtual machine might not boat)
Supported with vCenter 4 0 Update 2.

Table 15. Operating System Compatibility for vSphere Client, vCenter Server, vCenter Update Manager, vCenter Converter, and vCenter Orchestrator (Continued)

vCenter Update
wSphere Client vCenter Server Guest 05 Cust. Manager vCenter Converter vCenter Orchestrator
os Server 05 Cloning Client Server
WVendor Operating System 20" 25 40 41 20x 25 40 41 40 41 Server Patching 42 P2V vav 40 41 40 41
Red Hat FHEL 4.5 Server Platform No No No No No No No No No Yes NiA NiAa No Yes No'  Ne N/A Ne NA
Linux &3-bit
(Continued) -
FHEL 4.8 Server Platform No No No No No No No No Yes® Yes NiA N/A No Yes No' No N/A Ne NA
{32-bit and &4-bit)
FHEL 5 Server Flatform Ne Ne Ne No No No No No Yes Yes No Ne No Yes No'  Ne Ne No No
(32-bit and &4-bit)
FHEL 5 Desktop Flatform  No No No No No No No No Yes Yes Neo No No Yes No'  Ne N/fA No N/A
FRHEL 5.3 Server Platform No No No No No No No No No Yes NiA NiAa No Yes No'  Ne No No No
{32-bit and 64-bit)
FHEL 5.4 Server Flatform Ne Ne Ne No No No No No No Yes NfA NiA No Yes No'  No Ne No No
(32-bit and 64-bit)
RHEL 5.5 Server Platform No No No No No No No No Yes® No NiA N/A No Yes No'  Ne No No No
(32-bit and 64-bit)
L Supported from vCenter Server 25 Update 4.
2. For vCenter Server 2.5 supported from Update 6. For vCenter Server 4.0 supported from Update 1.
3. This product releass has reached a limited support or none-supparted status according to Vivbvare support life cycle palicy.

m o e

See hitp:/fwww.vmware.com/suppert/palicies/eos_vihiml for more information.
Supported with vCenter Server 4.0

Supported from wCenter Server 40 Update 1.

32-bit application in compatibility mode an 64-bit platform.

. V2V cloning supported by no figuration or ¢ P d (resultant virtual machine might not boot).

Supported with vCenter 4 0 Update 2.

ENTERPRISE INFRASTRUCTURE SOLUTIONS
McLennan Physical Labs, 255 Huron Street, 3rd Floor, Toronto, ON M5S 3J1 Canada
Tel: +1 416 978-8204 » www.its.utoronto.ca/eis



APPENDIX B. Compatibility matrix for vCenter Server Web Access

Browser Compatibility for vCenter Server Web Access
Table 14 lists the browsers supported for vCenter Server and Web Access.

Table 14. Browser Compatibility for vCenter Server and Web Access

Web Access
Operating System Browser 2.0.x 2.5 4.0
Linux Mozilla 1.x YES No No
Windows Internet Explorer 6.0 YES YES YES
Internet Explorer 7.0 No No YES
Netscape Nagivator 7.0x YES No No
Linux/Windows Firefox 1.0.7+ YES YES No
Firefox 1.5+ YES YES No
Firefox 2.0x YES YES YES
Firefox 3.0.x No No YES

APPENDIX C. Useful resources

1. vSphere Basic System Admnistration Guide
http://www.vmware.com/pdf/vsphere4/r40/vsp 40 admin_guide.pdf

2. vSphere Web Access Administrator's Guide
http://www.vmware.com/pdf/vsphere4/r40/vsp 40 web_access.pdf

3. vSphere Compatibility Matrixes
http://www.vmware.com/pdf/vsphere4/r40/vsp _compatibility matrix.pdf

4. Guest Operating System Installation Guide
www.vmware.com/pdf/GuestOS_guide.pdf
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